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The excluded defense articles include constructions of metallic or non-metallic materials or combinations thereof specially de-
signed to provide protection for military systems. The phrase “suitable for military use” applies to any articles or materials which
have been tested to level llIA or above IAW NIJ standard 0108.01 or comparable national standard. This exclusion does not in-
clude military helmets, body armor, or other protective garments which may be exported IAW the terms of the AS or UK Treaty.

Note 12: Defense services or technical data specific to applied research (§ 125.4(c)(3) of this subchapter), design methodology
(§125.4(c)(4) of this subchapter), engineering analysis (§125.4(c)(5) of this subchapter), or manufacturing know-how
(§125.4(c)(6) of this subchapter) are not eligible for export under the Canadian exemptions. However, this exclusion does not in-
clude defense services or technical data specific to build-to-print as defined in § 125.4(c)(1) of this subchapter, build/design-to-
specification as defined in § 125.4(c)(2) of this subchapter, or basic research as defined in § 125.4(c)(3) of this subchapter, or
maintenance (i.e., inspection, testing, calibration or repair, including overhaul, reconditioning and one-to-one replacement of any
defective items parts or components, but excluding any modification, enhancement, upgrade or other form of alteration or im-
provement that changes the basic performance of the item) of non-excluded defense articles which may be exported subject to
other exclusions or terms of the Canadian exemptions.

Note 13: The term “libraries” (parametric technical databases) means a collection of technical information of a military nature,
reference to which may enhance the performance of military equipment or systems.

Note 14: In order to utilize the authorized defense services under the Canadian exemption, the following must be complied
with:

(a) The Canadian contractor and subcontractor must certify, in writing, to the U.S. exporter that the technical data and defense
services being exported will be used only for an activity identified in Supplement No. 1 to part 126 of this subchapter and in ac-
cordance with § 126.5 of this subchapter; and

(b) A written arrangement between the U.S. exporter and the Canadian recipient must:

(1) Limit delivery of the defense articles being produced directly to an identified manufacturer in the United States registered in
accordance with part 122 of this subchapter; a department or agency of the United States Federal Government; a Canadian-reg-
istered person authorized in writing to manufacture defense articles by and for the Government of Canada; a Canadian Federal,
Provincial, or Territorial Government;

(2) Prohibit the disclosure of the technical data to any other contractor or subcontractor who is not a Canadian-registered per-
son;

(3) Provide that any subcontract contain all the limitations of § 126.5 of this subchapter;

(4) Require that the Canadian contractor, including subcontractors, destroy or return to the U.S. exporter in the United States
all of the technical data exported pursuant to the contract or purchase order upon fulfillment of the contract, unless for use by a
Canadian or United States Government entity that requires in writing the technical data be maintained. The U.S. exporter must
be provided written certification that the technical data is being retained or destroyed; and

(5) Include a clause requiring that all documentation created from U.S. origin technical data contain the statement that, “This
document contains technical data, the use of which is restricted by the U.S. Arms Export Control Act. This data has been pro-
vided in accordance with, and is subject to, the limitations specified in § 126.5 of the International Traffic in Arms Regulations
(ITAR). By accepting this data, the consignee agrees to honor the requirements of the ITAR.”

(c) The U.S. exporter must provide the Directorate of Defense Trade Controls a semi-annual report of all their on-going activi-
ties authorized under § 126.5 of this subchapter. The report shall include the article(s) being produced; the end-user(s); the end-
item into which the product is to be incorporated; the intended end-use of the product; the name and address of all the Canadian
contractors and subcontractors.

Note 15: This exclusion does not apply to demining equipment in support of the clearance of landmines and unexploded ord-
nance for humanitarian purposes.

As used in this exclusion, “anti-personnel landmine” means any mine placed under, on, or near the ground or other surface
area, or delivered by artillery, rocket, mortar, or similar means or dropped from an aircraft and which is designed to be detonated
or exploded by the presence, proximity, or contact of a person; any device or material which is designed, constructed, or adapt-
ed to kill or injure and which functions unexpectedly when a person disturbs or approaches an apparently harmless object or per-
forms an apparently safe act; any manually-emplaced munition or device designed to kill, injure, or damage and which is actu-
ated by remote control or automatically after a lapse of time.

Note 16: The cluster munitions that are subject to this exclusion are set forth below:

The Convention on Cluster Munitions, signed December 3, 2008, and entered into force on August 1, 2010, defines a “cluster
munition” as:

A conventional munition that is designed to disperse or release explosive submunitions each weighing less than 20 kilograms,
and includes those explosive submunitions. Under the Convention, a “cluster munition” does not include the following munitions:

(a) A munition or submunition designed to dispense flares, smoke, pyrotechnics or chaff; or a munition designed exclusively for
an air defense role;

(b) A munition or submunition designed to produce electrical or electronic effects;

(c) A munition that, in order to avoid indiscriminate area effects and the risks posed by unexploded submunitions, has all of the
following characteristics:

(1) Each munition contains fewer than ten explosive submunitions;

(2) Each explosive submunition weighs more than four kilograms;

(3) Each explosive submunition is designed to detect and engage a single target object;

(4) Each explosive submunition is equipped with an electronic self-destruction mechanism; and

(5) Each explosive submunition is equipped with an electronic self-deactivating feature.

Pursuant to U.S. law (Pub. L. 111-117, section 7055(b)), no military assistance shall be furnished for cluster munitions, no de-
fense export license for cluster munitions may be issued, and no cluster munitions or cluster munitions technology shall be sold
or transferred, unless:

(a) The submunitions of the cluster munitions, after arming, do not result in more than 1 percent unexploded ordnance across
the range of intended operational environments; and

(b) The agreement applicable to the assistance, transfer or sale of such cluster munitions or cluster munitions technology
specifies that the cluster munitions will only be used against clearly defined military targets and will not be used where civilians
are known to be present or in areas normally inhabited by civilians.

Note 17: The radar systems described are controlled in USML Category Xl(a)(3)(i) through (v). As used in this entry, the term
“systems” includes equipment, devices, software, assemblies, modules, components, practices, processes, methods, ap-
proaches, schema, frameworks, and models.

*An “X” in the chart indicates that the item is excluded from use under the exemption referenced in the top of the column. An
item excluded in any one row is excluded regardless of whether other rows may contain a description that would include the
item.

(79 FR 27, Jan. 2, 2014] PART 127—VIOLATIONS AND
PENALTIES

Sec.
127.1 Violations.

597



§127.1

127.2 Misrepresentation and omission of
facts.

127.3 Penalties for violations.

127.4 Authority of U.S. Immigration and
Customs Enforcement and U.S. Customs
and Border Protection officers.

127.5 Authority of the Defense Security
Service.

126.6 Seizure and forfeiture in attempts at
illegal exports.

127.7 Debarment.

127.8 [Reserved]

127.9 Applicability of orders.

127.10 Civil penalty.

127.11 Past violations.

127.12 Voluntary disclosures.

AUTHORITY: Sections 2, 38, and 42, Pub. L.
90-629, 90 Stat. 744 (22 U.S.C. 2752, 2778, 2791);
22 U.S.C. 401; 22 U.S.C. 2651a; 22 U.S.C. 2779a;
22 U.S.C. 2780; E.O. 13637, 78 FR 16129.

SOURCE: 58 FR 39316, July 22, 1993, unless
otherwise noted.

§127.1 Violations.

(a) Without first obtaining the re-
quired license or other written ap-
proval from the Directorate of Defense
Trade Controls, it is unlawful:

(1) To export or attempt to export
from the United States any defense ar-
ticle or technical data or to furnish or
attempt to furnish any defense service
for which a license or written approval
is required by this subchapter;

(2) To reexport or retransfer or at-
tempt to reexport or retransfer any de-
fense article, technical data, or defense
service from one foreign end-user, end-
use, or destination to another foreign
end-user, end-use, or destination for
which a license or written approval is
required by this subchapter, including,
as specified in §126.16(h) and §126.17(h)
of this subchapter, any defense article,
technical data, or defense service that
was exported from the United States
without a license pursuant to any ex-
emption under this subchapter;

(3) To import or attempt to import
any defense article whenever a license
is required by this subchapter;

(4) To conspire to export, import, re-
export, retransfer, furnish or cause to
be exported, imported, reexported, re-
transferred or furnished, any defense
article, technical data, or defense serv-
ice for which a license or written ap-
proval is required by this subchapter;
or

(5) To possess or attempt to possess
any defense article with intent to ex-
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port or transfer such defense article in
violation of 22 U.S.C. 2778 and 2779, or
any regulation, license, approval, or
order issued thereunder.

(b) It is unlawful:

(1) To violate any of the terms or
conditions of a license or approval
granted pursuant to this subchapter,
any exemption contained in this sub-
chapter, or any rule or regulation con-
tained in this subchapter;

(2) To engage in the business of
brokering activities for which registra-
tion and a license or written approval
is required by this subchapter without
first registering or obtaining the re-
quired license or written approval from
the Directorate of Defense Trade Con-
trols. For the purposes of this sub-
chapter, engaging in the business of
brokering activities requires only one
occasion of engaging in an activity as
reflected in §129.2(b) of this subchapter.

(3) To engage in the United States in
the business of either manufacturing or
exporting defense articles or furnishing
defense services without complying
with the registration requirements.
For the purposes of this subchapter,
engaging in the business of manufac-
turing or exporting defense articles or
furnishing defense services requires
only one occasion of manufacturing or
exporting a defense article or fur-
nishing a defense service.

(¢c) Any person who is granted a li-
cense or other approval or acts pursu-
ant to an exemption under this sub-
chapter is responsible for the acts of
employees, agents, brokers, and all au-
thorized persons to whom possession of
the defense article, which includes
technical data, has been entrusted re-
garding the operation, use, possession,
transportation, and handling of such
defense article abroad. All persons
abroad subject to U.S. jurisdiction who
obtain custody of a defense article ex-
ported from the United States or pro-
duced under an agreement described in
part 124 of this subchapter, and regard-
less of the number of intermediate
transfers, are bound by the regulations
of this subchapter in the same manner
and to the same extent as the original
owner or transferor.

(d) A person who is ineligible pursu-
ant to §120.1(c)(2) of this subchapter, or
a person with knowledge that another

598



Department of State

person is ineligible pursuant to
§120.1(c)(2) of this subchapter, may not,
directly or indirectly, in any manner
or capacity, without prior disclosure of
the facts to and written authorization
from the Directorate of Defense Trade
Controls:

(1) Apply for, obtain, or use any ex-
port control document as defined in
§127.2(b) for such ineligible person; or

(2) Order, buy, receive, use, sell, de-
liver, store, dispose of, forward, trans-
port, finance, or otherwise service or
participate in any manner in any
transaction subject to this subchapter
that may involve any defense article,
which includes technical data, defense
services, or brokering activities, where
such ineligible person may obtain any
benefit therefrom or have any direct or
indirect interest therein.

(e) No person may knowingly or will-
fully attempt, solicit, cause, or aid,
abet, counsel, demand, induce, procure,
or permit the commission of any act
prohibited by, or the omission of any
act required by 22 U.S.C. 2778, 22 U.S.C.
2779, or any regulation, license, ap-
proval, or order issued thereunder.

[77 FR 16641, Mar. 21, 2012, as amended at 78
FR 52688, Aug. 26, 2013; 79 FR 8088, Feb. 11,
2014]

§127.2 Misrepresentation and omis-
sion of facts.

(a) It is unlawful to use or attempt to
use any export or temporary import
control document containing a false
statement or misrepresenting or omit-
ting a material fact for the purpose of
exporting, transferring, reexporting,
retransferring, obtaining, or furnishing
any defense article, technical data, or
defense service. Any false statement,
misrepresentation, or omission of ma-
terial fact in an export or temporary
import control document will be con-
sidered as made in a matter within the
jurisdiction of a department or agency
of the United States for the purposes of
18 U.S.C. 1001, 22 U.S.C. 2778, and 22
U.S.C. 2779.

(b) For the purpose of this sub-
chapter, export or temporary import con-
trol documents include the following:

(1) An application for a permanent
export, reexport, retransfer, or a tem-
porary import license and supporting
documents.

§127.4

(2) Electronic Export Information fil-
ing.

(3) Invoice.

(4) Declaration of destination.

(5) Delivery verification.

(6) Application for temporary export.

(7) Application for registration.

(8) Purchase order.

(9) Foreign import certificate.

(10) Bill-of-lading.

(11) Airway bill.

(12) Nontransfer and use certificate.

(13) Any other document used in the
regulation or control of a defense arti-
cle, defense service, or brokering activ-
ity regulated by this subchapter.

(14) Any other shipping document
that has information related to the ex-
port of the defense article or defense
service.

[68 FR 39316, July 22, 1993, as amended at 77
FR 16642, Mar. 21, 2012; 78 FR 52689, Aug. 26,
2013]

§127.3 Penalties for violations.

Any person who willfully:

(a) Violates any provision of §38 or
§39 of the Arms Export Control Act (22
U.S.C. 2778 and 2779) or any rule or reg-
ulation issued under either §38 or §39 of
the Act, or any undertaking specifi-
cally required by part 124 of this sub-
chapter; or

(b) In a registration, license applica-
tion, or report required by §38 or §39 of
the Arms Export Control Act (22 U.S.C.
2778 and 2779) or by any rule or regula-
tion issued under either section, makes
any untrue statement of a material
fact or omits a material fact required
to be stated therein or necessary to
make the statements therein not mis-
leading, shall upon conviction be sub-
ject to a fine or imprisonment, or both,
as prescribed by 22 U.S.C. 2778(c).

[77 FR 16642, Mar. 21, 2012]

§127.4 Authority of U.S. Immigration
and Customs Enforcement and U.S.
Customs and Border Protection of-
ficers.

(a) U.S. Immigration and Customs
Enforcement and U.S. Customs and
Border Protection officers may take
appropriate action to ensure observ-
ance of this subchapter as to the export
or the attempted export or the tem-
porary import of any defense article or
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technical data, including the inspec-
tion of loading or unloading of any ves-
sel, vehicle, or aircraft. This applies
whether the export is authorized by li-
cense or by written approval issued
under this subchapter or by exemption.

(b) U.S. Immigration and Customs
Enforcement and U.S. Customs and
Border Protection officers have the au-
thority to investigate, detain or seize
any export or attempted export of de-
fense articles or technical data con-
trary to this subchapter.

(¢c) Upon the presentation to a U.S.
Customs and Border Protection Officer
of a license or written approval, or
claim of an exemption, authorizing the
export of any defense article, the cus-
toms officer may require the produc-
tion of other relevant documents and
information relating to the final ex-
port. This includes an invoice, order,
packing list, shipping document, cor-
respondence, instructions, and the doc-
uments otherwise required by the U.S.
Customs and Border Protection or U.S.
Immigration and Customs Enforce-
ment.

(d) If an exemption under this sub-
chapter is used or claimed to export,
transfer, reexport or retransfer, fur-
nish, or obtain a defense article, tech-
nical data, or defense service, law en-
forcement officers may rely upon the
authorities noted, additional authority
identified in the language of the ex-
emption, and any other lawful means
or authorities to investigate such a
matter.

[70 FR 50965, Aug. 29, 2005, as amended at 77
FR 16642, Mar. 21, 2012]

§127.5 Authority of the Defense Secu-
rity Service.

In the case of exports involving clas-
sified technical data or defense arti-
cles, the Defense Security Service may
take appropriate action to ensure com-
pliance with the Department of De-
fense National Industrial Security Pro-
gram Operating Manual (unless such
requirements are in direct conflict
with guidance provided by the Direc-
torate of Defense Trade Controls, in
which case the latter guidance must be
followed). Upon a request to the De-
fense Security Service regarding the
export of any classified defense article
or technical data, the Defense Security
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Service official or a designated govern-
ment transmittal authority may re-
quire the production of other relevant
documents and information relating to
the proposed export.

[71 FR 20549, Apr. 21, 2006]

§127.6 Seizure and forfeiture in at-
tempts at illegal exports.

(a) An attempt to export from the
United States any defense articles in
violation of the provisions of this sub-
chapter constitutes an offense punish-
able under section 401 of title 22 of the
United States Code. Whenever it is
known or there is probable cause to be-
lieve that any defense article is in-
tended to be or is being or has been ex-
ported or removed from the United
States in violation of law, such article
and any vessel, vehicle or aircraft in-
volved in such attempt is subject to
seizure, forfeiture and disposition as
provided in section 401 of title 22 of the
United States Code.

(b) Similarly, an attempt to violate
any of the conditions under which a
temporary export or temporary import
license was issued pursuant to this sub-
chapter or to violate the requirements
of §123.2 of this subchapter also con-
stitutes an offense punishable under
section 401 of title 22 of the United
States Code, and such article, together
with any vessel, vehicle or aircraft in-
volved in any such attempt is subject
to seizure, forfeiture, and disposition
as provided in section 401 of title 22 of
the United States Code.

§127.7 Debarment.

(a) Administrative debarment. In imple-
menting section 38 of the Arms Export
Control Act, the Assistant Secretary of
State for Political-Military Affairs
may debar and thereby prohibit any
person from participating directly or
indirectly in any activities that are
subject to this subchapter for any of
the reasons listed below. Any such pro-
hibition is referred to as an adminis-
trative debarment for purposes of this
subchapter. The Assistant Secretary of
State for Political-Military Affairs
shall determine the appropriate period
of time for administrative debarment,
which generally shall be for a period of
three years. Reinstatement is not auto-
matic, however, and in all cases the
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debarred persons must submit a re-
quest for reinstatement and be ap-
proved for reinstatement before engag-
ing in any activities subject to this
subchapter. (See part 128 of this sub-
chapter for administrative procedures.)

(b) Statutory debarment. Section
38(g)(4) of the Arms Export Control Act
prohibits the issuance of licenses to
persons who have been convicted of
violating the U.S. criminal statutes
enumerated in section 38(g)(1) of the
Arms Export Control Act. Discre-
tionary authority to issue licenses is
provided, but only if certain statutory
requirements are met. It is the policy
of the Department of State not to con-
sider applications for licenses or re-
quests for approvals involving any per-
son who has been convicted of violating
the Arms Export Control Act or con-
victed of conspiracy to violate that Act
for a three year period following con-
viction. Such individuals shall be noti-
fied in writing that they are statu-
torily debarred pursuant to this policy.
A list of persons who have been con-
victed of such offenses and debarred for
this reason shall be published periodi-
cally in the FEDERAL REGISTER. Statu-
tory debarment in such cases is based
solely upon the outcome of a criminal
proceeding, conducted by a court of the
United States, that established guilt
beyond a reasonable doubt in accord-
ance with due process. The procedures
of part 128 of this subchapter are not
applicable in such cases.

(c) Grounds. (1) The basis for statu-
tory debarment, as described in para-
graph (b) of this section, is any convic-
tion for violating the Arms Export
Control Act (see §127.3) or any con-
spiracy to violate the Arms Export
Control Act.

(2) The basis for administrative de-
barment, as described in paragraph (a)
of this section and in part 128 of this
subchapter, is any violation of 22
U.S.C. 2778 or any rule or regulation
issued thereunder when such a viola-
tion is of such a character as to provide
a reasonable basis for the Directorate
of Defense Trade Controls to believe
that the violator cannot be relied upon
to comply with the statute or these
rules or regulations in the future, and
when such violation is established in

§127.10

accordance with part 128 of this sub-
chapter.

(d) Appeals. Any person who is ineli-
gible pursuant to paragraph (b) of this
section may appeal to the Under Sec-
retary of State for Arms Control and
International Security for reconsider-
ation of the ineligibility determina-
tion. The procedures specified in §128.13
of this subchapter will be used in sub-
mitting a reconsideration appeal.

[78 FR 52689, Aug. 26, 2013]
§127.8 [Reserved]

§127.9 Applicability of orders.

For the purpose of preventing eva-
sion, orders of the Assistant Secretary
of State for Political-Military Affairs
debarring a person under §127.7 may be
made applicable to any other person
who may then or thereafter (during the
term of the order) be related to the
debarred person by affiliation, owner-
ship, control, position of responsibility,
or other commercial connection. Ap-
propriate notice and opportunity to re-
spond to the basis for the suspension
will be given.

[78 FR 52689, Aug. 26, 2013]

§127.10 Civil penalty.

(a) The Assistant Secretary of State
for Political-Military Affairs is author-
ized to impose a civil penalty in an
amount not to exceed that authorized
by 22 U.S.C. 2778, 2779a, and 2780 for
each violation of 22 U.S.C. 2778, 2779a,
and 2780, or any regulation, order, li-
cense, or written approval issued there-
under. This civil penalty may be either
in addition to, or in lieu of, any other
liability or penalty which may be im-
posed.

(b) The Directorate of Defense Trade
Controls may make:

(1) The payment of a civil penalty
under this section or

(2) The completion of any adminis-
trative action pursuant to this part 127
or 128 of this subchapter a prior condi-
tion for the issuance, restoration, or
continuing validity of any export li-
cense or other approval.

[68 FR 39316, July 22, 1993, as amended at 62

FR 67276, Dec. 24, 1997, 71 FR 20550, Apr. 21,
2006; 77 FR 16642, Mar. 21, 2012]
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§127.11 Past violations.

(a) Presumption of denial. Pursuant to
section 38 of the Arms Export Control
Act, licenses or other approvals may
not be granted to persons who have
been convicted of violating any of the
U.S. criminal statutes enumerated in
§120.27 of this subchapter or who are in-
eligible to receive any export licenses
from any agency of the U.S. Govern-
ment, subject to a narrowly defined
statutory exception. This provision es-
tablishes a presumption of denial for li-
censes or other approvals involving
such persons. This presumption is ap-
plied by the Directorate of Defense
Trade Controls to all persons convicted
or deemed ineligible in this manner
since the effective date of the Arms Ex-
port Control Act (Public Law 94-329; 90
Stat. 729) (June 30, 1976).

(b) Policy. An exception to the policy
of the Department of State to deny ap-
plications for licenses or other approv-
als that involve persons described in
paragraph (a) of this section shall not
be considered unless there are extraor-
dinary circumstances surrounding the
conviction or ineligibility to export,
and only if the applicant demonstrates,
to the satisfaction of the Assistant
Secretary of State for Political-Mili-
tary Affairs, that the applicant has
taken appropriate steps to mitigate
any law enforcement and other legiti-
mate concerns, and to deal with the
causes that resulted in the conviction,
ineligibility, or debarment. Any person
described in paragraph (a) of this sec-
tion who wishes to request consider-
ation of any application must explain,
in a letter to the Deputy Assistant Sec-
retary of State for Defense Trade Con-
trols the reasons why the application
should be considered. If the Assistant
Secretary of State for Political-Mili-
tary Affairs concludes that the applica-
tion and written explanation have suf-
ficient merit, the Assistant Secretary
shall consult with the Office of the
Legal Adviser and the Department of
the Treasury regarding law enforce-
ment concerns, and may also request
the views of other departments, includ-
ing the Department of Justice. If the
Directorate of Defense Trade Controls
does grant the license or other ap-
proval, subsequent applications from
the same person need not repeat the in-

22 CFR Ch. | (4-1-14 Edition)

formation previously provided but
should instead refer to the favorable
decision.

(c) Debarred persons. Persons debarred
pursuant to §127.7(c) (statutory debar-
ment) may not utilize the procedures
provided by this section while the de-
barment is in force. Such persons may
utilize only the procedures provided by
§127.7(d) of this part.

[71 FR 205650, Apr. 21, 2006, as amended at 79
FR 8088, Feb. 11, 2014]

§127.12 Voluntary disclosures.

(a) General policy. The Department
strongly encourages the disclosure of
information to the Directorate of De-
fense Trade Controls by persons (see
§120.14 of this subchapter) that believe
they may have violated any export
control provision of the Arms Export
Control Act, or any regulation, order,
license, or other authorization issued
under the authority of the Arms Ex-
port Control Act. The Department may
consider a voluntary disclosure as a
mitigating factor in determining the
administrative penalties, if any, that
should be imposed. Failure to report a
violation may result in circumstances
detrimental to U.S. national security
and foreign policy interests, and will be
an adverse factor in determining the
appropriate disposition of such viola-
tions.

(b) Limitations. (1) The provisions of
this section apply only when informa-
tion is provided to the Directorate of
Defense Trade Controls for its review
in determining whether to take admin-
istrative action under part 128 of this
subchapter concerning a violation of
the export control provisions of the
Arms Export Control Act and these
regulations.

(2) The provisions of this section
apply only when information is re-
ceived by the Directorate of Defense
Trade Controls for review prior to such
time that either the Department of
State or any other agency, bureau, or
department of the United States Gov-
ernment obtains knowledge of either
the same or substantially similar infor-
mation from another source and com-
mences an investigation or inquiry
that involves that information, and
that is intended to determine whether
the Arms Export Control Act or these
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regulations, or any other license,
order, or other authorization issued
under the Arms Export Control Act has
been violated.

(3) The violation(s) in question, de-
spite the voluntary nature of the dis-
closure, may merit penalties, adminis-
trative actions, sanctions, or referrals
to the Department of Justice to con-
sider criminal prosecution. In the lat-
ter case, the Directorate of Defense
Trade Controls will notify the Depart-
ment of Justice of the voluntary na-
ture of the disclosure, although the De-
partment of Justice is not required to
give that fact any weight. The Direc-
torate of Defense Trade Controls has
the sole discretion to consider whether
“‘voluntary disclosure,” in context
with other relevant information in a
particular case, should be a mitigating
factor in determining what, if any, ad-
ministrative action will be imposed.
Some of the mitigating factors the Di-
rectorate of Defense Trade Controls
may consider are:

(i) Whether the transaction would
have been authorized, and under what
conditions, had a proper license request
been made;

(ii) Why the violation occurred;

(iii) The degree of cooperation with
the ensuing investigation;

(iv) Whether the person has insti-
tuted or improved an internal compli-
ance program to reduce the likelihood
of future violation;

(v) Whether the person making the
disclosure did so with the full knowl-
edge and authorization of the person’s
senior management. (If not, then the
Directorate will not deem the disclo-
sure voluntary as covered in this sec-
tion.)

(4) The provisions of this section do
not, nor should they be relied on to,
create, confer, or grant any rights, ben-
efits, privileges, or protection enforce-
able at law or in equity by any person
in any civil, criminal, administrative,
or other matter.

(5) Nothing in this section shall be
interpreted to negate or lessen the af-
firmative duty pursuant to §§126.1(e),
126.16(h)(5), and 126.17(h)(5) of this sub-
chapter upon persons to inform the Di-
rectorate of Defense Trade Controls of
the actual or final sale, export, trans-
fer, reexport, or retransfer of a defense

§127.12

article, technical data, or defense serv-
ice to any country referred to in §126.1
of this subchapter, any citizen of such
country, or any person acting on its be-
half.

(c) Notification. (1) Any person want-
ing to disclose information that con-
stitutes a voluntary disclosure should,
in the manner outlined below, initially
notify the Directorate of Defense Trade
Controls immediately after a violation
is discovered and then conduct a thor-
ough review of all defense trade trans-
actions where a violation is suspected.

(i) If the notification does not con-
tain all the information required by
127.12(c)(2) of this section, a full disclo-
sure must be submitted within 60 cal-
endar days of the notification, or the
Directorate of Defense Trade Controls
will not deem the notification to qual-
ify as a voluntary disclosure.

(ii) If the person is unable to provide
a full disclosure within the 60 calendar
day deadline, an empowered official
(see §120.25 of this subchapter) or a sen-
ior officer may request an extension of
time in writing. A request for an exten-
sion must specify what information re-
quired by §127.12(c)(2) of this section
could not be immediately provided and
the reasons why.

(iii) Before approving an extension of
time to provide the full disclosure, the
Directorate of Defense Trade Controls
may require the requester to certify in
writing that they will provide the full
disclosure within a specific time pe-
riod.

(iv) Failure to provide a full disclo-
sure within a reasonable time may re-
sult in a decision by the Directorate of
Defense Trade Controls not to consider
the notification as a mitigating factor
in determining the appropriate disposi-
tion of the violation. In addition, the
Directorate of Defense Trade Controls
may direct the requester to furnish all
relevant information surrounding the
violation.

(2) Notification of a violation must
be in writing and should include the
following information:

(i) A precise description of the nature
and extent of the violation (e.g., an un-
authorized shipment, doing business
with a party denied U.S. export privi-
leges, etc.);
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(ii) The exact circumstances sur-
rounding the violation (a thorough ex-
planation of why, when, where, and
how the violation occurred);

(iii) The complete identities and ad-
dresses of all persons known or sus-
pected to be involved in the activities
giving rise to the violation (including
mailing, shipping, and e-mail address-
es; telephone and fax/facsimile num-
bers; and any other known identifying
information);

(iv) Department of State Ilicense
numbers, exemption citation, or de-
scription of any other authorization, if
applicable;

(v) U.S. Munitions List category and
subcategory, product description,
quantity, and characteristics or tech-
nological capability of the hardware,
technical data or defense service in-
volved;

(vi) A description of corrective ac-
tions already undertaken that clearly
identifies the new compliance initia-
tives implemented to address the
causes of the violations set forth in the
voluntary disclosure and any internal
disciplinary action taken; and how
these corrective actions are designed to
deter those particular violations from
occurring again;

(vii) The name and address of the per-
son making the disclosure and a point
of contact, if different, should further
information be needed.

(3) Factors to be addressed in the vol-
untary disclosure include, for example,
whether the violation was intentional
or inadvertent; the degree to which the
person responsible for the violation
was familiar with the laws and regula-
tions, and whether the person was the
subject of prior administrative or
criminal action under the AECA;
whether the violations are systemic;
and the details of compliance meas-
ures, processes and programs, including
training, that were in place to prevent
such violations, if any. In addition to
immediately providing written notifi-
cation, persons are strongly urged to
conduct a thorough review of all ex-
port-related transactions where a pos-
sible violation is suspected.

(d) Documentation. The written dis-
closure should be accompanied by cop-
ies of substantiating documents. Where

22 CFR Ch. | (4-1-14 Edition)

appropriate, the documentation should
include, but not be limited to:

(1) Licensing documents (e.g., license
applications, export licenses, and end-
user statements), exemption citation,
or other authorization description, if
any;

(2) Shipping documents (e.g., Elec-
tronic Export Information filing, in-
cluding the Internal Transaction Num-
ber, air waybills, and bills of laden, in-
voices, and any other associated docu-
ments); and

(3) Any other relevant documents
must be retained by the person making
the disclosure until the Directorate of
Defense Trade Controls requests them
or until a final decision on the dis-
closed information has been made.

(e) Certification. A certification must
be submitted stating that all of the
representations made in connection
with the voluntary disclosure are true
and correct to the best of that person’s
knowledge and belief. Certifications
should be executed by an empowered
official (See §120.25 of this subchapter),
or by a senior officer (e.g. chief execu-
tive officer, president, vice-president,
comptroller, treasurer, general coun-
sel, or member of the board of direc-
tors). If the violation is a major viola-
tion, reveals a systemic pattern of vio-
lations, or reflects the absence of an ef-
fective compliance program, the Direc-
torate of Defense Trade Controls may
require that such certification be made
by a senior officer of the company.

(f) Oral presentations. Oral presen-
tation is generally not necessary to
augment the written presentation.
However, if the person making the dis-
closure believes a meeting is desirable,
a request should be included with the
written presentation.

(g2) Send voluntary disclosures to the
Office of Defense Trade Controls Com-
pliance, Directorate of Defense Trade
Controls. Consult the Directorate of
Defense Trade Controls Web site at
hitp://www.pmddtc.state.gov for the ap-
propriate street address.

[68 FR 39316, July 22, 1993, as amended at 70
FR 34655, June 15, 2005; 71 FR 20550, Apr. 21,
2006; 72 FR 70778, Dec. 13, 2007; 77 FR 16642,
Mar. 21, 2012]
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